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SUBJECT: ICT Incidents and planned changes increased control protocols  
 

☐  Approved 

☐  Not approved 

☐  Noted 

☐  Further information required 
(see comments) 

Signed…………………………………  Date……../……../…….. 

Hon Steven Miles MP, Minister for Health and Minister for Ambulance Services  

Comments: 

 
ACTION REQUIRED BY  
Meeting being held on 21 October 2019 with Department of Health representatives. 
 
RECOMMENDATION It is recommended the Minister:   
• Note the increased control protocols to manage the implications of ICT incident messaging, especially 

those that are at risk of causing reputational damage.  
• Note the improved coordination in treating ICT incidents across Queensland Health entities and with key 

managed service providers such as Cerner Corporation. 
• Note the coordination of improved downtime practices through ICT Service Continuity Management and 

Business Continuity Procedures to minimise the impact of incidents across Queensland Health. 
  
ISSUES  
1. As requested by the Minister and Director-General Department of Health, eHealth Queensland is leading a 

range of initiatives to improve communication protocols with ICT incidents and planned changes to 
ensure the correct messaging is being released to affected personnel and escalation to appropriate 
executives is occurring in a timely manner; prior to media attention. 

2. There are a range of activities in progress to meet this requirement including: 
2.1. Planned Changes: Completed a review and uplift of all planned changes with assessment of 

reputational risk due to severity of impact if the change is not affected correctly, reduced capability in 
patient facing services or impacting areas across Queensland Health that are susceptible to increase 
reputational risks. Changes that are not critical to maintain services are also being postponed to non-
parliament sitting weeks. Briefs to the Director-General and Minister will be provided one week prior 
to the planned change where reputational risks required this action. Hot Issues Briefs and Media 
Holding Statements will also be prepared prior to the change taking place.  

2.2. ICT Incidents: Completing a review and uplift all ICT Incident messaging protocols including: 
2.2.1. Preparing pre-determined and approved messaging to affected areas across Queensland 

Health. These would not be released in high reputational risks circumstances until the Director-
General and Minister receive notification first. In these circumstances Hot Issues Briefs and 
Media Holding Statements will also be prepared. This activity will be conducted in all incident 
events regardless of their technical severity. This task has been completed. 

2.2.2. Working with relevant parts of Queensland Health to ensure that business and clinical impacts 
are captured accurately in the pre-approved messages that are not inflammatory but 
appropriately describe the situation to assist in managing operational requirements across the 
health system. Specific details during an incident can be incorporated based on known 
scenarios with services and their business impacts. To be completed by 25 October 2019. 

3. eHealth Queensland is leading a range of initiatives to improve coordination and treatment of ICT 
incidents across Queensland Health. During an incident there will be centralised coordination of 
communications and messaging for relevant technical and business areas. eHealth Queensland will 
coordinate an ICT technical impact teleconference during an incident and work closely with the Office of 
the Chief Clinical Information Officer that will coordinate a business impact teleconference with clinical and 
business areas. In relevant circumstances escalation of the incident will also lead to engagement of the 
System Health Emergency Coordination Centre (SHECC) within the department. This task has been 
completed 

4. All incidents that have been escalated will have a post incident review to identify lessons learned, root 
causes and areas of improvement in managing the specific incident. The aim is to reduce the likelihood of 
the same or similar incident re-occurring and implement continuous improvement in ICT incident 
management. This task has been completed. 

5. eHealth Queensland has been working closely with the Cerner Corporation developed a plan to improve 
the visibility, early detection and proactive resolution of incidents for both the Cerner Corporation and 
Queensland Health ICT environments that directly support the ieMR solution.  Cerner have agreed to the 
following and these tasks to be completed by end of December 2019. 
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5.1. All Cerner Corporation changes are to be accompanied by a plan at least one week prior to 
scheduled change outlining testing activities, regression measures and provision of appropriate 
evidence and supporting documentation.  This plan to be quality assured by a senior Cerner Subject 
Matter Expert (SME).   

5.2. Provision of architectural documentation of the as-is Cerner ICT environment supporting Queensland 
Health identifying all systems and connections that support the Queensland Health environment.  

5.3. Access to all logs of all key systems in the Cerner Corporation as-is ICT environment supporting 
Queensland Health to support the creation of an end-to-end dashboard of key systems supporting 
ieMR state-wide.  

5.4. Deployment of a team to Queensland Health (co-located with eHealth Queensland) as a routine 
response to all priority 1 and 2 incidents. This Cerner Corporation team to have full access to its 
resources in Australia and overseas (including its Incident Response Centre) to ensure timely and 
expert response. 

6. eHealth Queensland has been leading activities to improve downtime practice in highly critical healthcare 
service areas whereby technology plays an integral part with clinical practices. The ICT Service 
Continuity Management plan and assisting clinical and business areas to develop and implement 
Business Continuity Plans that are specific to the service being delivered. eHealth Queensland has 
commenced leading and championing the implementation of these plans across the health system. The 
appropriate governance is being determined to ensure the consistent application of these downtime 
practices are employed state-wide.  
 

BACKGROUND  
7. In the last six to twelve months there has been additional media scrutiny on ICT systems and events that 

have impacted Queensland Health. This level of scrutiny now requires additional controls to minimise the 
reputational impacts. 

8. eHealth Queensland has been working with the department, Hospital and Health Services and other 
relevant parts of Queensland Health to ensure there is an improved coordination in messaging and 
management on ICT planned changes and incidents. 

 
RESULTS OF CONSULTATION  
9. Office of the Chief Clinical Officer, agreed to coordinate business impacts with eHealth Queensland. 
10. Executive Director Disaster Management, agreed to coordinate escalation of ICT incidents with eHealth 

Queensland. 
 
RESOURCE/FINANCIAL IMPLICATIONS  
11. There are no additional resource or financial implications associated with this brief. 
 
SENSITIVITIES/RISKS 
12. Noted high level of media scrutiny in regard to ieMR and other high profile ICT system related matters and 

events. 
 

 
Cleared by (Dir/Snr Dir) 
Name: John Borchi 
Position: A/Chief Technology 
Officer 
Division: eHealth Queensland 
Tel No:  
Date Verified: 18 October 2019 

Content verified by (DDG/CE) 
Name: Damian Green 
Position: Chief Executive Officer 
Division: eHealth Queensland 
Tel No:  
Date Verified: 21 October 2019 

Director-General Endorsement 
Name: Dr John Wakefield  
 
Signed 
 
 
 
 
Date ……/……/…… 

 RTI R
ELE

ASE

DOH RTI 0362

26 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

27 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

28 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

29 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

30 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

31 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

32 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

33 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

34 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

35 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

36 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

37 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

38 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

39 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

40 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

41 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

42 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

43 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

44 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

45 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

46 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

47 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

48 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

49 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

50 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

51 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

52 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

53 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

54 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

55 of 56DOH DL 19/20-024



RTI R
ELE

ASE

DOH RTI 0362

56 of 56DOH DL 19/20-024




