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Brief for Noting s47@)b) |y Départment RecFind No: — F40)
‘ o AR Salmlias \ ‘-" Dlvision/HHS: Metro South Health
Requested biy: File RefNo: ; 54703)0)
Department DX Minister's office
SUBJECT: 54/O® —5-47(3)(b)
investigation following security breach at thes473)(b)
Headline issues ]
1. On|  |2014, a security breach occirred at the 5-47()(0) when
former employees entered the 5.47G)(b)
2. pAIE)0) were withessed accessing patient information
on a staff computer in s.47(3)(b)
3. The matter was sscaiated io the Queensiand Police Service (QPS) on 2014 for advice
and investigation. __
4. A QP§ search warfant of 5.473)(b) was executed on
2014.
5. 547(3)(b)

s.47(3)(b) .
8. s473)(b)

 B41R)b) ity
7. ‘Specific areas of concern raised at the time of the inclde“-@ﬂ Metro South Executives

nclude:
o S47(3)(b)

s.47(3)(b)
+ Patient confidentiality
o Staff separation prooedures and protocols

staff\ separation procedure, and an audit of
Identif!cation {ID) oards and info mtechnglogy (IT) agcess is currently underway
¢« The Executive have met W 3§ QPS8 fofeview access 1o key areass-47(3)(b)
s A media statement has bea es47<3)(b), shouid
any media coverage accursir ' -
9. Additional details of actions taker( are provided in Aftachment 1. 547CG)®)
EREI0) Timeline

Background

{ 10. Background was pr
Aitachment 2.

11. This matter aligns

ed in brief 547()0) supplied on 547C)0) | 2014 —
arint - Health services focused on patients and people.

Consultation
12, Consultstio. undertaken withs4/)®)  |Metro South Health Executive and QPS.

13. Crime and Mistapddct Commission — Nofification occurred on 2014, CMC assessment

related to staff separation procedures and processes.

14.547)(b) - Notification was provided
verbally and in writing on 2014

Attachments

15. Attachment 1.5-47G)(®) - Timeline {(Updated)

Attachment 2: Copy of brief 5-47()(b)
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| Department RecFind No: 5.47(3)(b)
Division/HHS: Metro South Health |
File Ref No: s.47(3)(b)

NOTED I/

IAN MAYNARD

Director-General
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To Minister's O ; fop/Moting ﬂi

Director-General's comments
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Minister's Offipg Use Only
NOTED

LAWRENCE SPRINGBORG
Minister for Health
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Minister's commengs/)
N
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Brlefing noterat
1 3 4 (1 = poor and 4 = excellent)
Author [Cleared by: {SD/Dir) [Content verified by: (CEQ/DDG/Div Head
5.47(3)(b) || n |Dr Richard Ashby
|Chief Executive

, Metro
|Soulh Hospital and Health Service

Metro South Hospilal and Health

Metro South Hospilat and Health Service

Service
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- k5.47(3)(b) :

Timellne: Issue / Security Breach by ') Attachment 1
Background
S.47(3)(b)
»  Employed vids 47(3)(b) - allocatedto|  and commenced
2012 '

e 5.47(3)(b)

[ 4

. i

e No current employment with other Queensland Health fam

Situation . I
Incldent  2014: > ~—

o 5.47@3)(b) ___| formers.47(3)(b)  thes.47(3)(b) using I
proxy cards ats47(3)(0) lon| 14 which hat Q) 1 ed nor caricelled following the
end of thelr employment s-47(3)(b) Clo d cireuit television (CCTV) footage
confirms their presence in 5.473)(b) | including nto the 5.47(3)(b)

S.47(3)(D)

¢ 5.47(3)(b) Staff ins-47(3)(b) ‘
in particular was approaché was located in the staff work
cubicle viewing patient patholog

* When challenged about| |pfese 47(3)(b) Indicated that|  was reviewing
patient pathology results s.47(3)(b During this conversation
guestioned why the had an isstre With this, then walked to the staff photo wall and
begun taking photograph$af the wail. When questioned why | |was taking photos,
replied that this was of s . |

* The incident was ngtified immediagely to the>*/)®) Unit and Security Services
and then escalat

Actlons
Actions  2014:

¢ Prelimin ent of situation froms47(3)(b) ' Metro
South Health™~bdsed on the current information the incident would be considered unlawful
entry. Futther invespigations would be required to gather all Information.

* 1D Proxy cards disabled immediately and audit of entry - post cessation date undertaken.

¢ IT access disabled immediately and audit of computer system access — post cessation date
requested.

s CCTV footage requested to identify possible locations visited on| 14,

¢ Metro South Health Service Chief Executive briefed -5-47(3)(b) ,
s.47(3)(b) were
the designated areas for thef47(3)(b) It was also noted that -~ had been
5.47(3)(b) o i4. Issue escalated to

Metro South Health  Queensland

Rl Government
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S.47(3)(b)

Queensland Police Service (QPS),~ ')

Division. provided bys-47G)(0)
s.47(3)(b)

o Follow up actions post meeting:
. preparation of witness statements from=47(5)(0) staff and
e |Tand ID proxy card audit reports to be reviewed and submit ed to OF
e Review of procedure for cessation process for 1D, IT ;cé?

B-47(3)() , Department of Health). Verbal notification
to Dr Michae! Cleary, Deputy Director-General, Heaith Service and Clinical innovation

@rp

s and hospital equipment

ices

Actions 2014

are as follow:
s.47(3)(b)

e Medical records reviewed for patient interaction -47(B)b)
. F47Q0) —

S.47(3)(b) -
L | (/44

e Confirmed access to AUSLAB ©4/(®) 14. Patient names

A 4: [
ctions 2015.47(3)@ \/

¢ _Mepting:
s.47(3)(b)

similaf route taken by 5.47(3)(b) —14,547G)()
5.47(3)(0)

» Additional infor

1 s.47(3)(h)
s:47(3)(b)

Actions| 2
S47(3)(b

situation and background undertaken by above meeting attendees.
o  QPS witness statements completed bys-4/G)()

s.47(3)(b) The group walked through e

sion on situation and background undertaken by s-47(3)(b)
Details of patients reviewed on Auslab provided to QPS.

S-47(3)(b) ~ Additional information/discussion on

DOH-DL 15/16-03@0cument no.«

s Confirmation received that pagers not returned upon cessation of employment 5-47(3)(0)
B-47(3)(d) Detalls of pagers and ID proxy cards provided to QPS,
Actions|___2ma: i
, P70
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-5.47(3)(b)

s.47(3)(b) The group walked through the similar route
takeh bys.47(3)(b) 14,5.47(3)(b)

5.47(3)(0)

e 54733)D)

* Verbaladvice by QPStd | warrant to be executed for searchs.47(3)(b) of
5.47(3)(b)

Actions taken 2014 and 14

¢ Search warrant executed ons.47(3)(b) During the sedrch

of the premise,s47(3)(b) via telephone to

advise that the pagers and ID proxy cards were located. Of concern t
variety of clinical records, UR stickers and patient lists. 5-47(3)(0)
s4a13)®0)

PS5 was a

review,

¢ During the interview with QPS5,s-473)()advised that
S.47(3)(b)

* QPS5 requested a meeting withs.47(3)(b) |to review the con
s.47(3)(0)
e [47(3)(b)

from the meeting :
* QP§ meeting to review seized doc

ized clinical records.

Triage Meeting held:s.47(3)(b) wiew situation. Action items

5.47(3)(b)

¢ Notification to CMC ~ interim notificatiof 1G ded to CMC

* Notification to ~ interim advice ﬁ’v ifig QPS investigation. Notification
actioned| 14 via telephone ane 1al submyiission of form.

e [47(3)(b)

¢ Media holding statenent — preparet?47(3)

s.47(3)(b)

® Notification to omplaints Commission — breach of patient
confilentlalit ding confirmation of documents sefzed, Open
dlsclosurg t il en If requirad,

Actions taken 2014, AN
-« Received as t of CMC notification on .2014, CMC has requested to be advised
of remedi

to staff separation procedures and processes

Actions taken 2\01%
Advised of the following by-QPS or 14:
o 54730

Page 3 of 4
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s.47(3)(b)

FEI0)
Actions ta ker: 0 2014: \_/j)
o @7@\/
Actions taken on| |2014 (//\\ i a
. 5473)0) : (\/ Z{/ A\
) \/
7).

<
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N
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S.47(3)(b) 2014

' .. Pagetof2
B T lI:J'epartment RecFlnd No _Fa@b) ]
T AR [ Divislon/HHS: [ Metro South'HHS -
Requested b)l- S RN [FlleRefNor = IS 47(3)(b)
.Department .Mlnister’s:ofﬂce__ E R S R g } -
SUBJECT: |S47(3)<b) - INZED)

Headlme issues
1..- s.47(3)(b)
" 8.47(3)(b)

;-:Is 47(3)(b)

) 014 gt the 47(3)(b)
8-S 47(3)(b) ‘

@#M@@
2, 5.473)(b)

|_'s.47(3)(b) _ T

QPS |s 47(3)<b)
‘est with. 5.47(3)(b) _ & week
. documents s 47(3)(b)
.':5' A7(3)(b) | A R R I
6. ‘Notification.hast
e |s47(3)(b)

/
| Crlme and Misconduot Commw I

Background
7. 5.47(3)(b)
s.47(3)(b)

5.,

| from. 2012 £475IE)

e

' |s'.47(3')’(b) '
8. 5.47(3)(b)

essation . of ‘employment; Ineluding cancellation of
access logins and retuming equlpment is

9. ‘A review -of the|

ndertaken W“h Metro South Heal h:‘Executwe a l)d QPS.- s
with regards tothe selzed cloc.uments and the potential for crimlnal

Attachments - o
14, Attachment 1:5.47()6) - Timeline
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Timeline: Issue / Security Breach by s 47(3)(b) Attachment 3

L

Y OOREEE _
» Employed vias.47(3)(b) - allocated to and commenced

2012
e SA47(3)D)

*__No current empioyment with other Queensland Health facilitie

-Situatlon . s e L e L oy, o e e ey
Incident| 2014: N
o E547(3)(b) formers-47(3)(b) v ) hes-47(3)(0) using ID
proxy cards at5.47(3)b) lon| 14 which had eermceturned nor cancelled following the
end of their employment 5.47(3)(b) osed Circult television (CCTV) footage
confirms their presence ins47G)b) | inclu o the s.47(3)(b)
5.47(3)() _ 1
o $47Q)0)| staff in 5.47(3)(0) Unit 47(3)(b)
In particular ' was approached by-the ' was located In the staff work

vork computer.

€ 5.47(3)(b) indlcated that|  was reviewing
" During this conversation

bh this, then walked to the staff photo wall and

. When questioned why  |was taking photos,

cubicle viewing patient pathology fe
¢ When challenged about| |prese
patient pathology results s.47(3)(b)
questioned why the
begun taking photograph

to thes.47(3)(b) Unit and Security Services

AL
R T

Actions 2014: ]
*  Prelimina

nt of situation from s.47(3)(b)

s-47(3)(b) on the current information the incident would be considered unlawful
entry, Further inve tions would be required to gather all information,

fD Proxy cards disabled Immediately and audit of entry - post cessation date undertaken.

IT access disabled immediately and audit of computer system access = post cessation date

requested.

* CCTV footage requested to identify possible locations visited on____14.

* 547(3)(b) [ ' inoted that the areas
visited on 4.5.47(3)(b) Jwere
the deslgnated areas for thes473)(®) It was also noted that had been

5.47(3)(b)
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5.47(3)(b)

Queensland Police Service {QPS),s-47(3)(b)
B-47(3)(b) Department of Health). Verbal notification
to Dr Michael Cleary, Deputy Director-General, Health Service and Clinical inhovation
Division, provided by>“7()(®)
e [5.47(3)(b) — e
e Follow up actions post meeting:
. preparation of witness statements froms.47(3)(0) |staff and 5
» [T and ID proxy card audit reports to be reviewed and submit C
s  Review of procedure for cessation process for ID, IT agtgss gnd-hospital equipment
Actions 2014; ~
o Confirmed access to AUSLABS.47(3)(b) 4. Patient names
are as follow:
s.47(3)(b)
» Wiegical recoras reviewed for patient inte
e 5473)(b)
k5.47(3)(b)
o [S4703)(b) O ﬂ
Actions 2014: N
s Meeting: 5-47(3)(b) O
s.47(3)(b) =
s47(3)b) The group walked through the
similar route taken hys. OON 114.5.47(3)(b)
s.47(3)(b)
* Additional informati n on situation and background undertaken by 5.47(3)(b)
s.47(3)(b) tails of patients reviewed on Auslab provided to GPS.
5.47(3)(b)
Actlons ,201.
. SA473)(0) O
s.47(3)(b) e Additional information/discussion on
situation and background undertaken by above meeting attendees.
s QPS witness statements completed by 5-47(3)(0)
= Confirmation recelved that pagers not returned upon cessation of employments.47(3)(b)
s.47(3)(b) Details of pagers and 1D proxy cards provided to QPS.
Actions 2014:
e S547(3)(D)

Page 2 of 4

D@HEDL 15/16:©3300ument No. 10



5.47(3)(0)

e ~r \.

5.47(3)(b) The group walked through the similar route
taken bys.47(3)(b)
5.47(3)(b)
* QPS witness statements completed by S47()() _
s Verbal advice by QPS to — warrant to be executed for searchs.47(3)(b) of
5.47(3)(b)

Actlons taken 2014 and 14;
s Search warrant executed ons.47(3)(b) |During the search
of the premise, 5.47(3)(b) via telephone to
advise thatthe]  pagersand ID proxy cards were located. Of concern to QPS was a

variety of clinical records, UR stickers and patient lists, 5.47(3)(b)
5.47(3)(b)

S.47(3)(b) | QPS seized personal computers/equipment an nts for forensic
review.
®  During the interview with QPS, advised that B-47(3)(0)
5.47(3)(b)
s QPSrequested a meeting withs.47(3)(b) |to review the conten
5.47(3)(b)
e 547(3)(b) Triage Meeting held: 5-47(3)(0)

from the meeting :
5.47(3)(b)

s Media holding statement — prepared >47(3)()

5.47(3)(b)

plaints Commission — breach of patient
ing confirmation of documents selzed. Open

If required.
3)(b)

confidentiality.
disclosure to
s Briefing for Noti bmitted

5.47(3)(b) N

Actlons: 14— w
» 547(3)0)

D@ H =D L 15/16=©3800ument No. 11

Page 3 of 4




S.47(3)(b)

Actions: 14

. S473)b)

Actions:5.47(3)(b) 12014 (Overall Security Review)
5.47(3)(b)

Actions; |14 = 15
e S47(3)(b)

R~
RS

{ e 5.47(3)(b) 20 briefing submitted to the Director General to provide an Update on

the situation. i onse prepared.

Actions: .14 @7
e _Notification received from| |advising of decision to investigate™'()/’
5.47(3)(b)

~

D©H=Dﬂ= 15/16=©%80cumem No. 12
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s.47(3)(b) zms

Page 1.0f2
Brief for Noti ng Department RecFind No: 5.47(3)(b)
. Division/HHS: Metro South HHS
Requested by: File Ref No: s.47(3)(b)

Department

SUBJECT: Notification of 5*’)®) fors47(3)b)
s.47(3)(b) regarding a security breach at thes.27G)(b)

Issue(s)
1. 5473)(b)

Background
6. 547(3)(b)

7.

8. A review of procedures upon cessation of@mployment was undertaken following this incident
and improved governance sses implemented.

Consultation
n undertaken with the QPS, Legal Counsel, Metro South

personnel have been briefed on the incident.

11. Initial nofificatio jncident and updates have been provided to the following external

agencies:
1.1 s.47(3)(b)

11.2 Crime and Mistaonduct Commission

Attachments

12. Attachment 1: Draft Media Holding Statement
Attachment 2: Copy of Briefs-47(3)()
Attachment 3: Updated Incident Timeline

D©H=DL 15/16=©8800umem No. 13
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Department RecFind No: 5.47(3)(b)
Division/HHS: Metro South HHS
Flle Ref No: 5.47(3)(b)
DR MICHAEL CLEARY
AlDirector-General
S.47(3)(b) [ DS
( Ministerial Bm“wal required [_]
(_ Director-General’'s comment Ministerial o) Noting required ]
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Author Cleared by: (SD/Dir) _IContent verified by: (CEQ/DDG/Div Head)

5.47(3)(b)

B Metro South Hospital and Health Service

Metro South Hospital and Health
Metro South Hespital and Health |Service

Service
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